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INTHECLAm.<S- 

Please amend claims 1, 4, 8. 10-23, 37-42, and 44-46 as follows: 



(b) 



1. (Once Amended) A method for certifying pieces of data in a system [with at least two levels 
of authoritieslhaving a»fh^n-ri»^ ^^^^ ^j^^^ comprising the steps of: ! 

(a) presenting a piece of data requiring certification to a first pevel] authority for 
inspection of a given property; 

if the piece of dau passes the inspection of the first [level] authority, causing a 
[higherlssscnd authority to receive an indication that the piece of data hs s passed 
the inspection of at least the fint [level] authority; 

having the [higherjaajcnd authority issue a certificate that the piece of data 
possesses the given property, the second authonty [certificate] including in the 
fifiCifissalS a signature of the [higher]sficfind authority [but not including; amLfllS 
Mgqnd a^t^Ori^V omittinP fmm th^ ^■ittt i fin i r f a pubUc key of the first [level] 
authority; and 

storing agWuntaWlItt information [in order to keepJMJSiskis at least the first 
Oevel] authority accountable for pieces of data that the first [level] aithority 
contributes to certify. 



(c) 



(d) 



Z/ 4. (Once Amended) A method for certifying, according to claim 3, wherein the 
the first [level] authority includes identifying the presenting 



inspection by 



; user. 



\ ^ 8. (Once Amended) A method for certifying, accoirfing to claim 1, wherein a certified 
J\ verification key of the [higher]5K2nd authority is sufficient to verify the certificate. 



public 
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10. (Once Amended) A method for certifying, according to claim 9. wherein the [higlferlsaamd 
authority contributes additional data that is included in the certificate. 



accountahijjiy 



11. (Once Amended) A method for certifying, according to claim 1. wherein the j 
infonnation [that is stored can be used to identifyjidsauifiss the first [levelj authority, 

12. (Once Amended) A method for certifying, according to claim 11. wherein the asSiaUfeilitt 
information [that is stored] is a digital signature of the first Pevel] authority 

X. (Once Amended) A method for certifying, according to claim 1 1 . wherein the ssssdpmiSi 
information [that is stored] indicates the name of the first [level] authority. 

^. (Once Amended) A method for certifying, according to claim 1, wherein at least a 
of the acc<?Mnat?i]ity . i nformation [that is stored] is stored in the certificate. 

(Once Amended) A method for certifying, according to claimX; therein all 
awgmitability . i nformation [that is stored] is stored in the certificate 

)4 (Once Amended) A method for certifying, according to claim 1. wherein the cerificate 
includes a digital signature of the first [level] authority. 

X (Once Amended) A method for certifying, according xo claim 11, wherein the certificate 
includes a digital signature of the first [level] authority. 



portion 



of the 



7^7 
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l/^ (Once Amended) A method for certifying, according to claim 12. wherein the certificate 
includes a digital signature of the first Devel] authority. 




19. (Once Amended) A method for certifying, according to claim 1, ftjrther 



of; 



comprising the step 



(e) the (higher levd]s^ authority [causesJsaii^ additional information to be 
saved which, when combined with theacCBUnaiiiUfcinformatiM [thatls stored], 
pioves that the first Oevel] authority contributed to certification of th? piece of 



data. 



20. (Once Amended) A method for certifying, according to claim 1, further comprisinj^ 
of: 



(e) 



a witness causing information to be saved'that indicates that the 
authority contributed to certification of the piece of data, wherein 
savgd by fhy witnni is s^w,t from th. :...»iint i»> ilit j- 



first 



theinfDmwtiqg 



Hhasm the accQtintability .i nformation [that is stored] is stored in a 
indicate the identity of the witness. 



way to 



21. (Once Amended) A method for certifying, according to claim 20. wherein the infotmation 
caused to be saved by the witness includes a portion of a digital signature and the i 
information [that is stored] includes an other portion of [aHhs digital signature. 



poTtons of 



22. (Once Amended) A method for certifying, according to claim 21. wherein the ; 
the digital Signature fcan be combined toj^jto^fij^ prove that the first Devel] authority 

-4- 



the step 
[level] 



accoudtahiljfy 



'lie 
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contributed to certification of the piece of data. 



23. (Once Amended) A method f6r certifying public keys where there are a plurality of 
authorities A„ . . ., A. ttiatwnify^lflta . where each i <n authority A, fca nlis confiynriv^ send 
authority A,^, authenticated messages [so] that are verifi.hl^. hy [at least] [can be sure that 
these messagesJaUiaxing genuinely come from A,, and authority A, has a signing key SK, and 
an associated certified pubUc key. Pi;,, the method comprising the steps of: | 

(a) having a verification key PK„ presented to authority A,; | 

(b) having authority A, verify, by means of a predetermined procedure, ihat PK^ 
possesses some properties out of a set of given properties; 
for all i<n, having authority A, send authority A,+; a message indicating Uiat PK„ 
has been verified to possess the given properties; 

having A. issue a certificate for PKt,, [the certificate] A„ incIudinJ iiuhfi 
fifidficais a signature provided using Si;, [but not includinglialAjanittiot^ma 



(c) 



(d) 



(e) 



thg CWtifiCTtfi a public key of at least one authority A, for some j <n; aiid 
storing ac99»nm)ility . i nfonnation [to keeplfluLisidcis A, accountable Ibr keys 
that A; contributes to certify. 



37. (Once Amended) A method for certifying, according to claim 23, wherein 
^ information [that is stored can be used to identify]isJsi]^ A^. 



theaccountahilify 



38. (Once Amended) A method for certifying, according to claim 37, wherein the 
information [that is stored] is a digital signature of A,. 



accoun ability 
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39. (Once Amended) A method for certifying, according to claim 37, wherein the accduntehiiitv 
information [that is stored] indicates the name of A;. 

40. (Once Amended) A method for certifying, according to claim 23. wherein at least a portion 
of the accotint a bility i nformation [that is stored] is stored in the certificate. 

j 

41. (Once Amended) A method for certifying, according to claim 40. wherein ajl of the 
acwu^fttfriliO L in formation [that is stored] is stored in the certificate. ' 



I 

42. (Once Amended) A method for certifying, according to claim 23. further comprising! the step 



of: 



(1) an authority A, causing additional information to be saved which, when combined 
with the a ccPtinUbility i nformation [that is stored], proves that Aj contributed to 
the certification of PKt^ 



44. (Once Amended) A method for certifying, according to claim 23, further 



compnsing 



lie step 



of: 



(f) a witoess causing information to be saved that Indicates that A, contribute.1 to the 
certification of PK^,. wherein the informarinn that k «vM \. .^r^<^ ft.^ 



a gg Qvntabiiitv Informfltion m t he accountability in formarinn [that is 
indicates the identity of the witness. 



itored] 



45. (Once Amended) A method for certifying, according to claim 44. wherein the inforjnatioa 
that is caused to be saved by the witness includes a portion of a digital signature a^d the 

■6- 



